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ABSTRACT

The Internet of Things (10T) has massive connectivity of resource-constrained devices, and
enormous data exchange between devices has made it susceptible to various attacks
ranging such as tag cloning, identity spoofing, node tempering and denial-of-service
attacks. The PRESENT block cipher is a lightweight block cipher that ensures security,
with good speed and performance in resource-constrained devices. However, the algorithm
has slow confusion and diffusion properties because of the linear relationship between
round keys from the Key Schedule Algorithm (KSA) and static bits in the permutation
layer during encryption. Therefore, this research presents an enhanced KSA generating
random round keys for better confusion and encryption with Deoxyribonucleic Acid
(DNA) replication process as a low-cost diffusion solution. The proposed algorithm has
been evaluated for KSA and encryption algorithm independently, where the improved KSA
has achieved better randomness in round keys. For high- and low-density key datasets, the
bit difference value between round keys ranges from 20% to 44% using KSA PRESENT
whereas for improved KSA-PRESENT these value range between 53% to 56%,
successfully surpassing the minimum 50% criteria. Meanwhile, DNA-PRESENT block
cipher has been validated in terms of security, statistical, cost, and performance analysis.
The results prove that the value of avalanche effect has increased from 52.26% to 57.38%
using DNA-PRESENT and a value of 50%-bit error rate, along with better ciphertext
randomness has been achieved. Throughput and hardware efficiency have increased as
176.47 kbps and 43.41 kbps, respectively using DNA-PRESENT. The Gate Equivalence
(GE) has increased by 33% using DNA-PRESENT, while the execution time has decreased
by 0.0828 seconds. The increase in hardware cost is a trade-off for the security
advancements achieved. Hence, lightweight DNA-PRESENT can be considered as an
alternate solution to PRESENT block cipher for 10T applications. In the future, PRESENT-
80 bits can also be enhanced using the same strategy, and the comprehensive evaluation

metrics can be used to evaluate other lightweight cryptographic solutions.
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ABSTRAK

Internet Benda (lot) mempunyai hubungan yang besar antara peranti yang mempunyai
sumber terhad, dan kekerapan pertukaran data antara peranti menjadikannya terdedah
kepada pelbagai serangan seperti pengklonan tag, penipuan identiti, pencerobohan nod dan
serangan penafian perkhidmatan. PRESENT ialah kod penyulitan blok yang ringkas yang
memastikan keselamatan data, dengan kelajuan dan prestasi yang baik dalam peranti
sumber terhad. Namun, algoritma tersebut mempunyai sifat kekeliruan dan resapan yang
perlahan, kerana hubungan linear antara kekunci pusingan daripada Key Schedule
Algorithm (KSA) dan bit yang statik pada lapisan pilih atur semasa penyulitan data. Justeru,
penyelidikan ini membentangkan tentang KSA yang telah dipertingkatkan dalam menjana
kunci pusingan yang rawak untuk menghasilkan sifat kekeliruan dan penyulitan yang lebih
baik dengan proses replikasi Asid Deoksiribonukleik (DNA) sebagai penyelesaian resapan
berkos rendah. Algoritma yang dicadangkan telah dinilai untuk KSA dan algoritma
penyulitan data secara berasingan, di mana KSA yang dipertingkatkan telah mencapai sifat
rawak yang lebih baik bagi kekunci pusingan. Untuk set data kunci berketumpatan tinggi
dan rendah, nilai perbezaan bit antara kunci pusingan berjulat dari 20% hingga 44%
menggunakan KSA PRESENT manakala untuk KSA-PRESENT yang dipertingkatkan,
nilai ini berjulat antara 53% hingga 56%, berjaya melepasi kriteria minimum 50%.
Sementara itu, DNA-PRESENT telah disahkan dari segi analisis keselamatan, statistik, kos
dan prestasi. Keputusan membuktikan peningkatan nilai kesan avalanche daripada 52.26%
kepada 57.38% menggunakan DNA-PRESENT dan nilai kadar ralat bit sebanyak 50% juga
peningkatan sifir teks rawak telah dicapai. Kecekapan daya pemprosesan dan perkakasan
DNA-PRESENT meningkat kepada 176.47 kbps dan 43.41 kbps. Gate Equivalence (GE)
meningkat sebanyak 33%, manakala masa pelaksanaan berkurangan sebanyak 0.0828 saat.
Peningkatan dalam kos perkakasan merupakan tukar-ganti bagi mencapai peningkatan
keselamatan. Oleh itu, DNA-PRESENT ringkas boleh dianggap sebagai penyelesaian
alternatif kepada PRESENT untuk aplikasi 10T. Pada masa hadapan, PRESENT-80 bit juga
boleh dipertingkatkan menggunakan strategi yang sama, dan metrik penilaian
komprehensif boleh digunakan untuk menilai penyelesaian kriptografi ringkas yang lain.



CHAPTER 1

CHAPTER 2

CONTENTS

TITLE

DECLARATION

DEDICATION

ACKNOWLEDGEMENT

ABSTRACT

ABSTRAK

CONTENTS

LIST OF TABLES

LIST OF FIGURES

LIST OF SYMBOLS AND ABBREVIATIONS

LIST OF APPENDICES

LIST OF PUBLICATIONS

INTRODUCTION

11

1.2

1.3

1.4

1.5

1.6

Research background
Problem statement
Research objectives
Research scope
Research significance

Thesis organization

LITERATURE REVIEW

2.1

Introduction

vii

Vi

vii

Xiv

Xvii

XXi

XXiii

XXiv

11

11



2.2

2.3

2.4

2.5

2.6

2.7

2.8

2.9

Lightweight Cryptography (LWC)

Lightweight cryptographic algorithms  for

resource constrained devices

Classification of lightweight cryptography

Lightweight SPN structured block ciphers

PRESENT block cipher

2.6.1 PRESENT block cipher encryption
2.6.1.1 AddRoundKey(STATE,Ki)
2.6.1.2 SBoxLayer(STATE)
2.6.1.3 plLayer(STATE)

2.6.2 PRESENT block cipher decryption

2.6.3  The Key Schedule Algorithm (KSA) of
PRESENT block cipher

Improved PRESENT block cipher-based

solutions

DNA-based cryptography

2.8.1 The DNA replication process

Evaluation measures

2.9.1  Cryptographic random and non-random
datasets
2.9.1.1 Random dataset
2.9.1.2 High-density dataset
2.9.1.3 Low-density dataset

2.9.2  Utilization of the cryptographic datasets

viii

11

13

14

15

17

18

19

20

20

21

23

27

32

36

39

40

40

41

42

42



CHAPTER 3

2.9.3  Security tests
2.9.3.1 Bit difference between round
keys
2.9.3.2 Avalanche Effect (AE)
2.9.3.3 Correlation coefficient test
2.9.3.4 Bit Error Rate (BER)
2.9.4  Statistical tests
2.9.4.1 Hamming weight test
2.9.4.2 Randomness test
2.9.4.3 Semi-equivalent key test
2.9.5 Differential cryptanalysis
2.9.6  Implementation cost
2.9.7  Performance measurements
2.9.7.1  Throughput
2.9.7.2  Hardware efficiency
2.9.7.3 Latency
2.9.7.4  Figure of Merit (FOM)
2.9.7.5 Execution time test
2.10 Summary
RESEARCH METHODOLOGY
3.1  Introduction
3.2 Research process
3.3 The design of the KSA PRESENT
3.3.1 The design of the improved KSA

PRESENT

44

44

44

46

47

47

48

48

50

50

o1

52

52

52

53

53

53

54

55

55

55

60

60



3.3.2  Justifications for improvements in KSA
design
3.4  The design of the encryption algorithm for
PRESENT
3.4.1 The DNA-PRESENT encryption
3411 Leftshift
3.4.1.2 DNA replication process
3.4.1.3 Right shift
3.4.2 The design rationale
3.5  Evaluation metrics
3.6 The KSA evaluation
3.6.1 Round key evaluation
3.6.1.1 Frequency test
3.6.1.2 Highand low-density key test
3.6.1.3  Bit difference between round
keys
3.6.1.4 Hamming weight test
3.6.2  Ciphertext evaluation
3.6.2.1 Avalanche Effect (AE)
3.6.2.2  Correlation coefficient test
3.6.2.3 Semi-equivalent key test
3.6.2.4  Time complexity test
3.7  The encryption algorithm analysis
3.7.1  Differential cryptanalysis

3.7.2  Security analysis

62

63

64

64

65

66

69

71

74

74

74

75

75

75

76

76

77

77

77

78

78

78



CHAPTER 4

3.8

3.7.2.1  Avalanche Effect (AE)
3.7.2.2 Correlation coefficient test

3.7.2.3 Bit Error Rate (BER)

3.7.3  Implementation cost
3.7.4  Randomness analysis
3.7.5  Performance analysis

3.7.5.1  Execution time
Summary

IMPLEMENTATION

4.1

4.2

4.3

4.4

Introduction

Experimental setup

Implementation of the improved KSA

PRESENT

Implementation of the DNA PRESENT block

cipher

441

4.4.2

The DNA-PRESENT encryption
44.1.1 addRoundKey()
4.4.1.2 shoxLayer()

4.4.1.3  Left Shift()

4.4.1.4 DNA replication()
4.4.1.5 Right Shift()

4.4.1.6 permutation()

The DNA-PRESENT decryption
4.4.2.1 masterasmain_d()

4.4.2.2 permutation_d()

Xi

78

79

80

80

80

81

81

82

83

83

83

84

85

86

87

87

88

88

89

90

90

92

92



CHAPTER 5

4.4.2.3 sboxLayer d()
4.5  Dataset creation
451 Random dataset
4.5.2  High-density dataset
453 Low-density dataset
4.6  Summary
RESULTS AND DISCUSSION
5.1 Introduction
5.2  Test vectors
5.3  KSA evaluation
5.3.1 Round key evaluation
5.3.1.1 Frequency test
5.3.1.2 High and low-density key
tests
5.3.1.3 Bit differences between
round keys
5.3.1.4 Hamming weight test
5.3.2  Ciphertext evaluation
5.3.2.1 Avalanche effect (AE)
5.3.2.2 Correlation coefficient test
5.3.2.3 Semi-equivalent key test
5.3.2.4  Time complexity test
5.4  The encryption algorithm analysis
5.4.1 Differential cryptanalysis

5.4.2  Security analysis

xii

93

93

93

94

95

96

97

97

97

98

98

98

99

104

107

108

109

113

114

115

115

116

121



CHAPTER 6

5.4.2.1 Avalanche effect (AE)
5.4.2.2 Correlation Coefficient (CC)
test
5.4.2.3 BitError Rate (BER)
5.4.3 Implementation cost
5.4.4 Randomness analysis
545  Performance analysis
55  Comparative analysis
5.6  Summary
CONCLUSION
6.1  Introduction
6.2  Concluding remarks
6.3  Research contributions
6.4  Future work
REFERENCES
APPENDICES

VITA

Xiii

121

131

134

136

140

144

146

147

148

148

148

150

151

153

191

262



2.1

2.2
2.3
2.4
2.5
2.6
2.7

2.8
2.9

2.10
2.11
3.1

3.2
3.3
3.4
3.5
3.6

3.7
3.8

5.1
5.2

LIST OF TABLES

Lightweight block cipher comparison for block size, key size,
rounds, and target implementation environment

A 4x4 substitution box (s-box)

Permutation box of PRESENT block cipher

Inverse substitution-box

Inverse permutation box

Round keys for KSA PRESENT using LDK and HDK
Comparison of improved lightweight solutions based on
modifications required, the countermeasures, and evaluation
matrix

Eight DNA encoding rules from binary to DNA nucleotide
Comparison of cryptographic solutions based on DNA
cryptography

Cryptographic dataset combinations

Correlation coefficient test results indicators

Research Objectives (RO) to Research Process (RP) mapping
with thesis sections

Improvements in the KSA PRESENT

Improvements in PRESENT block cipher's design

Tests for round key evaluation

Tests for ciphertext evaluation

Data category for input data for subtests of the Avalanche
effect

Dataset for correlation coefficient test

Data categories for sample preparation for NIST randomness
tests

Test vectors for DNA-PRESENT block cipher

Proportions of high & low-density key test

Xiv

16

20
20
22
22
25
30

33
35

42
47
57

63
71
74
76
79

80
81

98
100



5.3

5.4
5.5

5.6

5.7

5.8

5.9
5.10

5.11
5.12
5.13
5.14

5.15

5.16

5.17

5.18

5.19

5.20

5.21

5.22

5.23

Round keys using KSA PRESENT and improved KSA
PRESENT for LDK and HDK

Bit difference between round keys using the KSA PRESENT
Bit difference between round keys using the improved KSA
PRESENT

The Hamming weight of round keys using the special secret
key

Avalanche effect using flipped key bits (confusion) on the
KSA PRESENT and the improved KSA PRESENT
Avalanche effect using flipped plaintext bits (diffusion) on the
KSA PRESENT and the improved KSA PRESENT
Correlation analysis between plaintext and ciphertext

Round key and ciphertext difference subjected to semi-
equivalent key

Difference distribution for PRESENT block cipher’s s-box
Eight round differentials for DNA-PRESENT block cipher
The number of active s-boxes in lightweight block ciphers
Key sensitivity analysis of DNA-PRESENT and PRESENT
block cipher

Plaintext sensitivity analysis

CC test results using random keys and random plaintext
BER comparison of DNA-PRESENT and PRESENT block
cipher

Implementation cost for DNA-PRESENT and PRESENT
block cipher

Relative cost comparison of existing algorithms with DNA-
PRESENT block cipher

Observed p-values for each test

Sample proportions for NIST test

Comparison based on cost, latency, Throughput (TP),
Hardware Efficiency (HE), and Figure of Merit (FOM)
Comparative analysis of PRESENT and DNA-PRESENT
block cipher

XV

101

104
105

108

109

109

113
114

116
120
120
122

126

131

134

137

139

142

143

145

146



XVi

6.1 Mapping of the research objectives to the research 152

contributions



11

2.1

2.2
2.3
2.4
2.5
2.6

2.7
2.8
2.9

2.10
2.11
2.12
2.13
2.14
2.15
2.16
2.17

2.18
3.1

3.2

LIST OF FIGURES

Four-layer architecture of Internet of Things (Khan &
Salah, 2018)

Cost, security, and performance trade-off triangle
(Thakor et al., 2021)

The classification of lightweight cryptographic solutions
Block diagram of PRESENT block cipher

Addroundkey in encryption

State transition after permutation box

Hour-Glass structure of p-Layer (Lewandowski &
Katkoori, 2021)

Block diagram of PRESENT encryption-decryption

The KSA of PRESENT block cipher

The microscopic and digital view of DNA double-helical
structure with DNA nucleotides

The DNA replication process

The binary random dataset

Binary high-density dataset

Binary low-density dataset

Dataset combinations and sequence generation

Cipher block chaining mode (CBCM) category
Plaintext-ciphertext correlation category

Confusion and diffusion properties in a cryptosystem
(Mondal & Mandal, 2017)

Stages for NIST tests

The phases and research process to improve PRESENT
block cipher

The design of the improved PRESENT block cipher

XVii

12

14
19
20
21
21

23
23
32

37
41
41
42
43
43
44
45

49
56

59



3.3
3.4
3.5
3.6
3.7

3.8
3.9
3.10

3.11
3.12

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
411

412

4.13
4.14
4.15
5.1

The design of the improved KSA PRESENT block cipher
Three-bit left shift on state

Step-by-step DNA replication in state

Nine-bit right shift on state

The block diagram of encryption and decryption of DNA-
PRESENT

DNA-PRESENT detailed encryption diagram

State after pLayer for PRESENT block cipher

State after three new permutation layers for DNA-
PRESENT

State after pLayer for DNA-PRESENT block cipher
Evaluation metrics for KSA and encryption of proposed
model

Improved KSA PRESENT

DNA-PRESENT encryption process

addRoundKey function

sboxLayer DNA-PRESENT

3-bit left shift

DNA replication process

9-bit right shift

The permutation layer function

DNA-PRESENT decryption algorithm

Round keys for DNA-PRESENT decryption

The reverse permutation box for DNA-PRESENT’s
decryption

Reverse substitution box for DNA-PRESENT’s
decryption

Random binary dataset creation function

High-density binary dataset creation function
Low-density binary dataset creation function

Frequency test on 11 round keys for the AES, KSA
PRESENT, and improved KSA PRESENT

xviii

61
64
66
66
67

68
70
70

70
73

85
86
87
88
88
89
90
90
91
92
92

93

94
95
96
99



XiX

5.2 The average percentage of bit difference between round 107
keys generated by the KSA PRESENT and the improved
KSA PRESENT
5.3(a)(b)(c) Awvalanche effect analysis on secret keys 111
5.4(a)(b)(c) Awvalanche effect analysis on plaintext 112
55 Key sensitivity analysis using low-density key and low- 123

density plaintext

5.6 Key sensitivity analysis using low-density key and high- 123
density plaintext

5.7 Key sensitivity analysis using low-density key and 124
random plaintext

5.8 Key sensitivity analysis using high-density key and 124
random plaintext

5.9 Key sensitivity analysis using the high-density key and 124
low-density plaintext

5.10 Key sensitivity analysis using the high-density key and 125
high-density plaintext

511 Key sensitivity analysis using the random key and 125
random plaintext

5.12 Key sensitivity analysis using the random key and low- 125
density plaintext

5.13 Key sensitivity analysis using the random key and low- 126
density plaintext

5.14 Plaintext sensitivity analysis using random plaintext and 128
low-density key

5.15 Plaintext sensitivity using random plaintext and high- 128
density key

5.16 Plaintext sensitivity analysis using random plaintext and 128
random key

5.17 Plaintext sensitivity using high-density plaintext and 129
random key

5.18 Plaintext sensitivity using high-density plaintext and 129

high-density key



5.19

5.20

5.21

5.22

5.23
5.24
5.25
5.26
5.27
5.28
5.29
5.30
5.31
5.32

5.33

Plaintext sensitivity using high-density plaintext and
low-density key

Plaintext sensitivity using low-density plaintext and
random key

Plaintext sensitivity using low-density plaintext and
high-density key

Plaintext sensitivity using low-density plaintext and low-
density key

Correlation coefficient value for random key 1
Correlation coefficient value for random key 2
Correlation coefficient value for random key 3
Correlation coefficient value for random key 4
Correlation coefficient value for random key 5

BER using random plaintext

BER using high-density plaintext

BER using low-density plaintext

PRESENT block cipher implementation cost division
DNA-PRESENT block cipher implementation cost
division

Average p-value comparison between DNA-PRESENT
and PRESENT block cipher

XX

129

130

130

130

132
133
133
133
134
135
136
136
138
138

144



AE
AES
ARX
ASCII
BER
CBCM
CC
CDMB
CMOS
DNA
FN
FoM
GE
GFN
HDK
HDP
HE
loT
KSA
LDK
LDP
LED
LWC
NIST
NLFSR
p-box
pLayer

XXi

LIST OF SYMBOLS AND ABBREVIATIONS

- Avalanche Effect

- Advance Encryption Standard

- Add Rotate XOR

- American Standard Code for Information Interchange
- Bit Error Rate

- Cipher Block Chain Mode

- Correlation Coefficient

- Central Dogma of Molecular Biology

- Complementary metal-oxide-semiconductor
- Deoxyribonucleic Acid

- Feistel Network

- Figure of Merit

- Gate Equivalence

- General Feistel Network

- High Density Key

- High Density Plaintext

- Hardware Efficiency

- Internet of Things

- Key Schedule Algorithm

- Low Density Key

- Low Density Plaintext

- Lightweight Encryption Device

- Lightweight Cryptography

- National Institute of Standards and Technology
- Non-linear Feedback Shift Register

- Permutation box

- Permutation box



PCC
RC
RFID
RPRK
RO
RP
s-box
sLayer
SPN

Plaintext Ciphertext Correlation
Research Contribution

Radio Frequency Identification
Random Plaintext Random Key
Research Objective

Research Process

Substitution box

Substitution box

Substitution Permutation Network
Throughput

Bit wise XOR operation

Meets the required value
Does not meet the required value

Meets the required value with increased
observations
Increased Value

Decreased Value

number

XXii

of



APPENDIX

I oG T m oo O W >

r X <«

LIST OF APPENDICES

TITLE

CMOS Technology

PRESENT Encryption and Decryption
Cryptographic Datasets
DNA-PRESENT Encryption and Decryption
Frequency Test

HDK and LDK Test

Bit Difference Test

Avalanche Effect Test for KSA
Correlation Coefficient Test for KSA
Avalanche Effect Test Confusion
Avalanche Effect Test Diffusion

BER Test

PAGE

191
192
194
197
200
204
205
211
217
232
250
259

xxiii



XXIV

LIST OF PUBLICATIONS

Imdad, M., Jacob, D. W., Mahdin, H., Baharum, Z., Shaharudin, S. M., &
Azmi, M. S. (2020). Internet of things (10T); security requirements, attacks and
counter measures. Indonesian Journal of Electrical Engineering and Computer
Science, 18(3), 1520-1530.

Imdad, M., Ramli, S. N., Mahdin, H., Mouni, B. U., & Sahar, S. (2020,
October). An Enhanced DNA Sequence Table for Improved Security and
Reduced Computational Complexity of DNA Cryptography. In EAI
International Conference on Body Area Networks (pp. 106-120). Springer,
Cham.

Imdad, M., Ramli, S. N., & Mahdin, H. (2021). Increasing Randomization of
Ciphertext in DNA Cryptography. International Journal of Advanced
Computer Science and Applications, 12(10).

Imdad M, Ramli SN, Mahdin H. An Enhanced Key Schedule Algorithm of
PRESENT-128 Block Cipher for Random and Non-Random Secret
Keys. Symmetry. 2022; 14(3):604. https://doi.org/10.3390/sym14030604.



CHAPTER 1

INTRODUCTION

1.1  Research background

The rapid advancements in ubiquitous computing have introduced more embedded
devices into modern human life than ever. The ever-growing, interconnection of these
pervasive and resource-constrained devices leads to the new vision of the Internet of
Things (10T) (Rahim et al., 2021). The backbone of loT network is Internet, which not
only facilitates to access the devices, but also gathers, processes, and transmits

sensitive data between devices, as depicted in Figure 1.1(Khan & Salah, 2018).

/

gk ~ Smart s Sma?rt Health\;
C Home Tracking Grid Care < /
3 e T\ Retail Transportation Supply Survelllancc,
| Application ol Cham .
47> Layer — EESEe=—=—=
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Physical Layer ‘ RFID, Sensors, Actuators,

|| ‘ Cameras

Wifi, Zigbhee, Bluetooth, 4G

Figure 1.1: Four-layer architecture of Internet of Things (Khan & Salah, 2018)

The four-layer architecture of Internet of Things comprises of Physical,
Transmission, Middleware, and Application layer. The Physical layer has resource-
constrained devices such as sensors, actuators, and Radio Frequency ldentification
(RFID) tags. These devices have very low storage, computation power, and a limited
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