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ABSTRACT 

The Internet of Things (IoT) has massive connectivity of resource-constrained devices, and 

enormous data exchange between devices has made it susceptible to various attacks 

ranging such as tag cloning, identity spoofing, node tempering and denial-of-service 

attacks. The PRESENT block cipher is a lightweight block cipher that ensures security, 

with good speed and performance in resource-constrained devices. However, the algorithm 

has slow confusion and diffusion properties because of the linear relationship between 

round keys from the Key Schedule Algorithm (KSA) and static bits in the permutation 

layer during encryption. Therefore, this research presents an enhanced KSA generating 

random round keys for better confusion and encryption with Deoxyribonucleic Acid 

(DNA) replication process as a low-cost diffusion solution. The proposed algorithm has 

been evaluated for KSA and encryption algorithm independently, where the improved KSA 

has achieved better randomness in round keys. For high- and low-density key datasets, the 

bit difference value between round keys ranges from 20% to 44% using KSA PRESENT 

whereas for improved KSA-PRESENT these value range between 53% to 56%, 

successfully surpassing the minimum 50% criteria. Meanwhile, DNA-PRESENT block 

cipher has been validated in terms of security, statistical, cost, and performance analysis. 

The results prove that the value of avalanche effect has increased from 52.26% to 57.38% 

using DNA-PRESENT and a value of 50%-bit error rate, along with better ciphertext 

randomness has been achieved. Throughput and hardware efficiency have increased as 

176.47 kbps and 43.41 kbps, respectively using DNA-PRESENT. The Gate Equivalence 

(GE) has increased by 33% using DNA-PRESENT, while the execution time has decreased 

by 0.0828 seconds. The increase in hardware cost is a trade-off for the security 

advancements achieved. Hence, lightweight DNA-PRESENT can be considered as an 

alternate solution to PRESENT block cipher for IoT applications. In the future, PRESENT-

80 bits can also be enhanced using the same strategy, and the comprehensive evaluation 

metrics can be used to evaluate other lightweight cryptographic solutions. 
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ABSTRAK 

Internet Benda (Iot) mempunyai hubungan yang besar antara peranti yang mempunyai 

sumber terhad, dan kekerapan pertukaran data antara peranti menjadikannya terdedah 

kepada pelbagai serangan seperti pengklonan tag, penipuan identiti, pencerobohan nod dan 

serangan penafian perkhidmatan. PRESENT ialah kod penyulitan blok  yang ringkas  yang 

memastikan keselamatan data, dengan kelajuan dan prestasi yang baik dalam peranti 

sumber terhad. Namun, algoritma tersebut mempunyai sifat kekeliruan dan resapan yang 

perlahan, kerana hubungan linear antara kekunci pusingan daripada Key Schedule 

Algorithm (KSA) dan bit yang statik pada lapisan pilih atur semasa penyulitan data. Justeru, 

penyelidikan ini membentangkan tentang KSA yang telah dipertingkatkan dalam menjana 

kunci pusingan yang rawak untuk menghasilkan sifat kekeliruan dan penyulitan yang lebih 

baik dengan proses replikasi Asid Deoksiribonukleik (DNA) sebagai penyelesaian resapan 

berkos rendah. Algoritma yang dicadangkan telah dinilai untuk KSA dan algoritma 

penyulitan data secara berasingan, di mana KSA yang dipertingkatkan telah mencapai sifat 

rawak yang lebih baik bagi kekunci pusingan. Untuk set data kunci berketumpatan tinggi 

dan rendah, nilai perbezaan bit antara kunci pusingan berjulat dari 20% hingga 44% 

menggunakan KSA PRESENT manakala untuk KSA-PRESENT yang dipertingkatkan, 

nilai ini berjulat antara 53% hingga 56%, berjaya melepasi kriteria minimum 50%. 

Sementara itu, DNA-PRESENT telah disahkan dari segi analisis keselamatan, statistik, kos 

dan prestasi. Keputusan membuktikan peningkatan nilai kesan avalanche daripada 52.26% 

kepada 57.38% menggunakan DNA-PRESENT dan nilai kadar ralat bit sebanyak 50% juga 

peningkatan sifir teks rawak telah dicapai. Kecekapan daya pemprosesan dan perkakasan 

DNA-PRESENT meningkat kepada 176.47 kbps dan 43.41 kbps. Gate Equivalence (GE) 

meningkat sebanyak 33%, manakala masa pelaksanaan berkurangan sebanyak 0.0828 saat. 

Peningkatan dalam kos perkakasan merupakan tukar-ganti bagi mencapai peningkatan 

keselamatan. Oleh itu, DNA-PRESENT ringkas boleh dianggap sebagai penyelesaian 

alternatif kepada PRESENT untuk aplikasi IoT. Pada masa hadapan, PRESENT-80 bit juga 

boleh dipertingkatkan menggunakan strategi yang sama, dan metrik penilaian 

komprehensif boleh digunakan untuk menilai penyelesaian kriptografi ringkas yang lain.
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CHAPTER 1  

INTRODUCTION 

1.1 Research background 

The rapid advancements in ubiquitous computing have introduced more embedded 

devices into modern human life than ever. The ever-growing, interconnection of these 

pervasive and resource-constrained devices leads to the new vision of the Internet of 

Things (IoT) (Rahim et al., 2021). The backbone of IoT network is Internet, which not 

only facilitates to access the devices, but also gathers, processes, and transmits 

sensitive data between devices, as depicted in Figure 1.1(Khan & Salah, 2018).  

 

Figure 1.1: Four-layer architecture of Internet of Things (Khan & Salah, 2018) 

The four-layer architecture of Internet of Things comprises of Physical, 

Transmission, Middleware, and Application layer. The Physical layer has resource-

constrained devices such as sensors, actuators, and Radio Frequency Identification 

(RFID) tags. These devices have very low storage, computation power, and a limited 
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