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ABSTRACT

Advanced Encryption Standard in Counter with Cipher Block Chaining-Message
Authentication Code (AES-CCM) functions as a security system in Bluetooth Low
Energy (BTLE) Controller. There is a link layer security in the Bluetooth system that
provides encryption and authentication using CCM mode. The link layer in BTLE
architecture match to integrate with CCM mode as CCM requires a new temporal
key whenever encryption is initiated. The proposed design was implemented using
FPGA Xilinx Vivado Virtex-7 XC7VX85TFFQ1157-1 written in HDL Verilog
language. The AES is a symmetric block cypher that can process data blocks of 128-
bit and it can utilize cypher keys of 128, 192 and 256-bit. All AES processing in
CCM encryption uses AES with a 128-bit key and a 128-bit block size. As it was
intended to be used in BTLE Controller, the design of AES-CCM was developed
with high throughput to achieve high-speed performance. Throughput is the rate of
the output data is processed. As the size of BTLE is tiny so the area of the design
should be as low as possible. In this FPGA design the area measures in term of
number of slices. Slices is the number of the logics in the design, each slice contains
of two 4-input functions, carry logic, arithmetic logic, storage logic and function
multiplexer. The method used to achieve the high throughput is sharing data path for
SubBytes, MixColumn and AddRoundKey design. Another approached is pipelined
in SubBytes and MixColumn. These methods generated AES with 6.4 Gbps
throughput with 2740 number of slices. AES-CCM is designed in cascaded for both
Counter (CTR) and Cipher Block Chaining Message Authentication Code (CBC-
MAC) part with limited to three blocks input of CTR and CBC-MAC in encryption
with throughput of 2.133 Gbps and area of 320 number of slices. The simulations
were verified at a frequency of 16.67 MHz. The results were compared with those
from previous works in order to obtain the best result. This proposed design is
suitable for BTLE Controller.
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ABSTRAK

Piawaian Penyulitan maju dalam Kaunter dengan Kod Pengesahan Mesej Berantai
Blok Cipher (AES-CCM) berfungsi sebagai sistem keselamatan dalam Pengawal
Tenaga Rendah Bluetooth (BTLE). Terdapat sistem keselamatan di dalam lapisan
pautan Bluetooth yang menyediakan penyulitan dan pengesahan menggunakan mod
CCM. Lapisan pautan dalam seni bina BTLE sepadan untuk disepadukan dengan
mod CCM kerana CCM memerlukan kunci sementara baharu apabila penyulitan
dimulakan. Projek ini telah dilaksanakan menggunakan FPGA Xilinx Vivado Virtex-
7 XC7VX85TFFQ1157-1 yang ditulis dalam bahasa HDL Verilog. AES telah direka
menggunakan blok cipher simetri yang boleh memproses blok data 128-bit dan boleh
menggunakan kekunci cipher 128, 192 dan 256-bit. Semua pemprosesan AES dalam
CCM menggunakan kekunci 128-bit dan saiz blok 128-bit. Memandangkan ia
bertujuan untuk digunakan dalam Pengawal BTLE, ia telah dibangunkan dengan
daya pemprosesan yang tinggi untuk mencapai prestasi berkelajuan tinggi. Oleh
kerana saiz BTLE adalah kecil, kawasan reka bentuk hendaklah serendah mungkin.
Dalam reka bentuk FPGA, ukuran keluasan kawasan diukur dalam bilangan
kepingan iaitu bilangan logik dalam reka bentuk. Setiap kepingan mengandungi dua
fungsi 4-masukan, logik pembawa, logik aritmetik, logik storan dan fungsi
pemultipleks. Kaedah yang digunakan untuk mencapai daya pemprosesan yang
tinggi ialah berkongsi laluan data untuk reka bentuk SubBytes, MixColumn dan
AddRoundKey. Teknik seterusnya adalah talian paip bagi rekaan SubBytes dan
MixColumn. Kaedah ini menjana AES dengan daya pemprosesan 6.4 Gbps dan
keluasan sebanyak 2740 kepingan. AES-CCM ini direka secara melata untuk
bahagian Pembilang (CTR) dan Kod Pengesahan Mesej Berantai Blok Cipher (CBC-
MAC) dengan masukan input terhad kepada tiga blok CTR dan CBC-MAC dengan
daya pemprosesan 2.133 Gbhps dan keluasan sebanyak 320 kepingan berfrekuensi
16.67 MHz. Perbandingan dengan rekaan terdahulu telah dibuat bagi mencapai
keputusan keluaran yang terbaik. Reka bentuk AES-CCM ini sesuai digunakan bagi
aplikasi Pengawal BTLE.
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CHAPTER 1

INTRODUCTION

1.1 Background

Bluetooth Low Energy (BTLE) is an element of Bluetooth version 4.0. The
Classic Bluetooth application was designed to connect separate worlds of computing
and communications, such as linking cell phones to laptops. Then, its application was
broadened to link cell phones to headsets. As the technology matures, the use of
Bluetooth has become a part of human lives — from streaming stereo music to
wireless printing and file transfering, as well as downloading phone book from
phones to cars. Even though BTLE functions are similar to Bluetooth standard
protocols, it is designed for very low-power applications that can operate using a
coin-cell battery for several months to years. For the band radio frequencies, BTLE
uses the same 2.4 GHz Industrial, Scientific and Medical (ISM) as the Classic
Bluetooth. It allows dual-mode devices to share a single radio antenna. However,

BTLE uses a much simpler modulation system.

As compared to the Classic Bluetooth, BTLE offers new opportunities in
designing and developing Bluetooth applications, which include several key
advantages such as ultra-low peak, average and idle power consumption modes, low-
power requirements, compact size, low cost, multi-vendor interoperability,
compatibility with a large base of mobile phones, computers, tablets and
communication range [1]. Advanced Encryption Standard (AES) is required for
security services in many applications, such as Wireless Network, Radio Frequency
Identification (RFID) tags and many more. It was selected as the United States (US)

standard for encryption of unclassified information in 2001. After the announcement



of AES, it has replaced the Data Encryption Standard (DES), which was the US
standard since 1977. AES is the currently employed specification for encrypting
electronic data from the United States National Institute of Standards and
Technology (NIST) [2].

Bluetooth wireless technology provides peer-to-peer communications over
short distances. To ensure usage protection and information confidentiality, the
system provides security measures at both the application and the link layers. These
measures are designed to be appropriate for a peer environment. This means that in
each device, the authentication and encryption routines are implemented in the same

way.

There is a significant difference from a cryptographic point of view between
Numeric Comparison and the PIN entry model used by Bluetooth Core Specification
and the earlier versions. In a Numeric Comparison association model, the six-digit
number is a structure of the security algorithm, as compared to the Bluetooth security
model, in which the number is used as an input. Learning the displayed number is

unbenefited in decrypting the encoded data exchanged between two devices [3].

BTLE requires Advanced Encryption Standard (AES) as the default security
service in its application. Encryption in BTLE System utilizes Advanced Encryption
Standard—Counter with Cipher block chaining—Message Authentication Code (AES—
CCM) cryptography. Similar to Basic Rate/Enhanced Data Rate (BR/EDR), the
encryption in BTLE System uses cryptography of Counter with Cipher Block
Chaining—Message Authentication Code (CCM). Another term for CCM is Cipher
Block Chaining Message Authentication Code (CBC-MAC) [3].

In the IEEE 802.11i-2004 standard, the Wired Equivalent Privacy (WEP) in
the original IEEE 802.11 standard is replaced with the AES—-CCM. In general, two
different cryptographic algorithms are used to provide privacy and authentication.
The AES-CCM algorithm, on the other hand, provides these two security services

with the same algorithm by using the AES block cypher and the same key.



CTR with CBC-MAC (CCM) mode utilizes the Counter (CTR) mode and
CBC-MAC mode. Privacy is provided by this algorithm in CTR mode, which
requires a value that ensures uniqueness, whereas the authentication is performed in
CBC-MAC mode. An additional capability of CBC—-MAC mode is in its integrity
method, which ensures that every cypher block depends on every preceding part of
the plain text, where ciphering two identical blocks results in different cypher blocks.
The use of cryptographic algorithms in demanding applications that transmit huge
amounts of data is essential. As AES—CCM is used in BTLE Controller, its design

should be high-throughput in order to achieve high-speed performance.

FPGAs are reprogrammable platforms, which are widely used in various
designs and diverse target applications. They are progressively used as final product
platforms for low-volume production. In an FPGA-based system design, there is no
manufacturing turnaround time. Thus, the design can be tested and evaluated
quickly, allowing shorter development cycles, shorter time to market and lower Non-
Recurring Engineering (NRE) costs. NRE refers to the one-time cost to research,

design, develop and test a new product or product enhancement [4].

As for budgeting new product, a planned NRE must be considered to
determine if the new product would be profitable or not. In addition, there is no mask
making as compared to Application-Specific Integrated Circuit (ASIC). Regarding
the Computer-Aided Design (CAD) tools, the FPGA vendors provide tools that help
designers to take the steps involved in the FPGA design flow. FPGA can be bought
off the shelf and reconfigured by designers themselves. Regarding the FPGA design
flow, it is usually a Graphical User Interface (GUI)-based tool [5].

1.2 Problem statement

The design needs higher throughput due to higher speed of output data is
produced. Throughput is the rate of the output data is processed. BTLE is a small
type controller as its function for small electronic devices such as mobile phone and
many more. As the size of BTLE is small so the area of the design should be as low

as possible. In this Field Gate Programmable Array (FPGA) design the area measures



in term of number of slices. Slices is the number of the logics in the design, each
slice contains of two 4-input functions, carry logic, arithmetic logic, storage logic
and function multiplexer. AES-CCM functions as a security system in BTLE
Controller. In the BTLE System, a link-layer security provides encryption and
authentication in CCM mode as this mode shall be implemented in accordance with
the algorithm as defined in Internet Engineering Task Force (IETF) Request for
Comments (RFC) 3610 [5], in conjunction with the AES-128 block cypher as
defined in NIST Publication Federal International Processing Standard (FIPS) [6].
The link-layer match to integrate with CCM mode as CCM requires a new temporal
key whenever encryption is started, which is not available in other AES modes. CCM
also requires a unique nonce value for each Data Channel of Protocol Data Unit
(PDU) protected by a given temporal key.

The problem with the existing AES—-CCM is the previous design does not
achieve high throughput and low area. Several AES—CCM optimization techniques
have been explored for BTLE Controller with high throughput performance by using
FPGA Xilinx Vivado and Verilog HDL language. This design aim to achieve greater
than 2.06 Gbps throughput and less than 900 number of slices compare to previous

work.

As more and more hacking and cybercrime are being reported all over the
world, people are extremely concerned about their privacy. Sensitive data that falls
into the wrong hands without user consent may lead to significant damages. For
example, if devices with serious security flaws are deployed in the military, sensitive

military information could be leaked to the enemies [1].

1.3 Objectives of the study

The objectives of this study are as follows:

1. To design and develop an AES-CCM for BTLE Controller with high

throughput and low area using FPGA implementation.



2. To evaluate and verify the functionality of the AES-CCM.

1.4 Scopes of the Study

The scope of this research is limited to the architecture of AES—CCM based
on the methods to achieve the objectives. BTLE Controller application requires a
compact AES—-CCM with high throughput and low area design suitable for the small
design of BTLE Controller with high speed data transfer. In BTLE Controller the
frequency range is 10 Mhz to 25 Mhz [3] as the link layer packet is using 16.67 Mhz,
this AES-CCM is also design at similar frequency. This design is a hardware
implementation with 20 ns latency in eight clock cycle per encrypted in AES design

and 60 ns in twenty four clock cycle per encrypted in AES-CCM design.

The AES-CCM was designed with 128-bit data blocks and keys for both
AES and CCM for encryption purposes. The CCM consists of Cipher Block
Chaining Mode (CBC) and Counter Mode (CTR). These modes were designed using
Vivado Design Suite by Xilinx for synthesis and analysis of Verilog Hardware

Description Languages (HDL) designs.

The design needs higher throughput due to higher speed of output data is
produced. The aim of throughput in greater than 2.06 Gbps with less than 900
number of slices. As the size of BTLE is tiny so the area of the design should be as
low as possible. In this FPGA design the area measures in term of number of slices.

Slices is the number of the logics in the design.

1.5  Thesis Organization

The thesis is organized into five chapters. In Chapter 2, the literature review explains
the flow of encryption and decryption processes in the AES algorithm. The four main
operations in AES are also described in detail. Moreover, the operation of CBC—
MAC mode and current design of hardware implementation of AES and optimization

method are compared with those of previous work.



In Chapter 3, the design to be implemented is proposed after reviewing
related work in Chapter 2. The implementation of each method is explained in detail
for each operation. The architecture is also presented in diagrams and formulas.

In Chapter 4, the results of this research are presented and discussed.
Simulation and synthesis results of the implemented design that was proposed in
Chapter 3 are presented. The performance and resource usage of the design are
portrayed in tables and figures. In addition, the proposed design is compared with

related work in terms of performance.

Chapter 5 concludes the research by summarizing the achieved objectives, the
impact of this research and recommendations as well the challenges for future work

to provide possible direction for future researcher.



CHAPTER 2

LITERATURE REVIEW

2.1 Overview

This chapter describes the AES—CCM algorithm, Encryption Standard AES
mode operation, AES-CCM algorithm, design parameters and hardware
implementation. FPGA implementation, AES design and AES-CCM design will also
briefly elaborated.

2.2  AES algorithm

AES-Rijndael algorithm is a symmetric block cypher. It operates on a 128-bit
block of data supports with 128-bit, 192-bit and 256-bit of key size. Different types
of information require different key sizes. The design and strength of all key lengths
of the AES algorithm are crucial to protect the information. The top-secret
information requires the use of a 192 or 256-bit key in acquiring the highest level of

protection.

A 128-bit data or key is divided into 16 bytes. Each byte is labelled with an
‘A’, namely A0 to Al5, and is arranged in a 4x4 array called ‘state’, as presented in
Figure 2.1 and Equation (2.1). Each byte in the state consists of an 8-bit data or key.
For instant, A15 = 32 (hexadecimal) = 00110010 (binary) [2].



A1s|A11|A7|A3
A14|A10|As | A2
A13| A9 |As | A1
A12| As |A4| Ao

Figure 2.1: 128-bit data in a 4x4 state [6]

A = {Ais, A1s, A1z, A1z, A1, Ato, A9, As, A7, As, As, A4, A3, A2, A1, Ao} (2.1)
where Ais = The most significant byte of the 128-bit data
Ao = The least significant byte of the 128-bit data

The AES data is processed iteratively based on a round function and is
executed multiple times as AES is an iterative algorithm. The number of rounds
depends on the key size, as shown in Table 2.1. The key sizes of 128, 192 and 256

bits require 10, 12 and 14 rounds of iteration respectively.

Table 2.1: AES key size and the number of rounds of iteration [6]

AES Key Size Number of Rounds
128-bit 10
192-bit 12
256-bit 14

The process flow of AES-128 requires 10 rounds of operations per 128-bit
data, as displayed in Figure 2.2. In each cypher round, there are four elementary
operations, namely SubBytes, ShiftRows, MixColumns and AddRoundKeys, which
are performed on a two-dimensional array of bytes called state matrix. SubBytes
transform individual bytes of the state matrix into the values stored in a non-linear
byte substitution table (S-box). ShiftRows cyclically shifts the last three rows of the
state matrix, each by a different offset. MixColumns mixes all the 4 bytes of a
column of the state matrix to form a new column. AddRoundKeys is simply the
exclusive-OR (XOR) operation between the state matrix and RoundKey with 128-bit

data. After 10 rounds of iterations of the four operations, a plaintext is converted to a



ciphertext, which could be decrypted through an inverse flow of Figure 2.2. In Figure

2.2, a module is seen parallel to the main encrypting operations. This module, which

is called Key Expansion, is used to generate a series of RoundKeys from the

SeedKey, which are then applied to the state matrix in the AddRoundKeys operation.

The structure of AES encryption and decryption rounds are shown in Figure 2.3.
Plaintext Key

AddRoundKey

ShiftRow

Initial G
Round

KeyExpansion

9
Rounds <

SubBytes

ShiftRow

— | AddroundKey T

Ciphertext

Final
Rounds

Figure 2.2: 128-bit AES encryption flow [7]

State State
| — f""_} | — f"_"]
I SubBytes | I InvAddRoundKey| |
| |
| : | | : |
I ShiftRows I I InvMixColumns I
| : ] : |
| MixColumns | | InvShitRows | |
| 3 | | ¥ I
| AddRoundKey | | | InvSubBytes |
| |
- i ______ - -
State’ State'
a) encryption round b) decryption round

Figure 2.3: The structure of AES encryption and decryption rounds [8]
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During the encryption of a 128-bit plain text, round key schedules and
produces the 128-bit encrypted ciphertext, depending on the control signals. For
example, in encryption mode, a 128-bit plaintext will be loaded when the load pin
gives the logic “1°. After the data is loaded, reset will be made logic ‘1°. At the end
of 10 rounds of internal blocks, SubBytes, ShiftRows and MixColumn processing,
the done signal will be made logic ‘1’ and the output register now holds the

encrypted output, as shown in Figure 2.4.

128
e z
128 ‘ 7
|
7 X
I__ #— 128
128 w-on 1
Plain Text, | INeuT —,«Li\ BYTE SHIFT MIX
——##| REGISTER S :| suB Z» ROW | Lal coLUMN |
128 /-
12 8 128 128
Load = 0/1 7
L. R 128
z OUTPUT
’ c REGISTER 7L|.
ROUND 128 128 x
SCHEDULE CIPHER TEXT
KEY \ 1 I
Done = 0/1

Figure 2.4: AES encryption block diagram [9]

The decryption block processes the 128-bit ciphertext and encrypts 128-bit
key obtained from the final stage of the encryption. It reproduces the original data as

the decrypted output of 128 bits along with the 128-bit key as in Figure 2.5.

128 '
INEUT
REGISTER_H MvERsE 128 | INVERSE
CIPHER SHIFT SUB
TExT | FOW [T By A‘
Load=0/1

128 128'

INVERZE

MIZ

7
/

T 128| INVERSE(| PLAIN
s | TEXT

ROUND COLUM |

SCHEDULE

KEY 128

128

N
—

Done=0/1

Figure 2.5: AES decryption block diagram [9]
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